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Abstract - Web services are server and client software 

application that communicate over the Web and internet, and 

run on a variety of platforms and frameworks. Therefore, web 

services provide a great interoperability and extensibility 

between different applications (web servicers) to achieve 

complex operations. Thus, securing Web services is significant 

for any kind of distributed computing environment, such as 

web services. There are different methods and specifications 

for implementing and deploying security in web servicers. In 

this paper, a secure Web Service has been implemented, firstly 

by building a Web Service where the client enters an 

employee’s ID and then the service returns the employee’s 

information, which is stored within the service. Secondly, it 

shows how to secure a proposed Web Service using WS-

Security specifications ,including Signature, Timestamp and 

Username Token. 

Keywords: Security, Web Services, Authentication Access 

Control 

I.  INTRODUCTION 

 

A Web service is a way of communication between two 

electronic devices over the Web. The W3C Web Services 

Architecture Working Group defines a Web service is a web 

system that maintenance interoperable and interaction between 

machine-to-machine over a Web [1], [9]. A Web Services 

Architecture, requires a particular implementation of 

integrating Web-based applications using the SOAP, XML, 

WSDL and UDDI over the web and internet, as explained in 

Figure 1. 

 

 

Figure 1: Web Services Architecture 

XML is a mark up language containing a set of rules for 

programming the data in a way that is readable by both human 

and machine. However, SOAP is a Simple Object Access 

Protocol, and is an XML based protocol for accessing Web 

Services and transferring data. On the other hand, WSDL 

stands for Web Services Description Language, and is written 

using an XML language for describing the services available.  

Nevertheless, UDDI stands for Universal Description, 

Discovery and Integration, containing a listing of what services 

are available by which businesses worldwide, listing their web 

service applications and making them available on the Web 

and internet.Web services do not provide the user with a 

Graphical User Interface (GUI); however, they share data, 

business logic and processes during a programmatic interface 

across the Web and internet. Web services are used in different 

application languages with different ways of communication 

without time spent coding since the XML file is middle-layer 

between service providers and service consumer. Secure a Web 

Service is used to enhance SOAP Message Security to provide 

integrity, confidentiality and authentication using different 

security tokens.   

 

Integrity means that the information is not modified in transit. 

This can be done by XML signature in conjunction with 

security tokens, and by using multiple signature, multiple 

actors and additional signature formats. Moreover, 

confidentiality can be applied by only authorised actors or 

security token owners to view the data. This can be done by 

XML encryption in conjunction with security tokens and by 

using multiple encryption processes and multiple actors. As 

mentioned above, there are three methods for securing Web 

Service, where user authentications used: firstly, Digital 

Signature, in which the key tool has been used to sign servers’ 

public and clients’ private keys; secondly, a method for 

establishing the date/time of the message used, which is 

Timestamp; and finally, we used Username Token to 

authenticate the client user. Figure 2 shows WS-Security stack 

in our implementation to secure Web Service. The Security 

Token Profile, X.509 and XML Signature have been used [1]. 

 

 

Figure 2: WS Security Stack 

This paper is organized as follows: Section II presents 

background of the requirements for a secure web service, 

Section III shows the proposed secure web service. After that, 

the results of running and deployed the proposed web service is 

https://en.wikipedia.org/wiki/Interoperability
https://en.wikipedia.org/wiki/Web_service#cite_note-W3WSG-1
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described in detail in Section IV. Finally, Section V ends the 

paper with a summary and suggestions for future work.  

II. REQUIREMENTS FOR A SECURE WEB SERVICES 

There are various tools and several frameworks used to 

construct secure Web Service. The basic steps are to develop 

Java components, select Application Server and choose 

appropriate WS development Framework. 

 

A. Developing Java Components 

The IDE (Integrated Development Environment) used to build 

the Java component is a software application that provides 

wide-ranging facilities for software development, and it 

consists of five parts that are: 

1- a source code editor, 

2- a debugger, 

3- a compiler, 

4- an interpreter, 

5- build automation tools.  

There are many examples of IDEs languages such as Eclipse, 

Active State Komodo, recent versions of NetBeans, Microsoft 

Visual Studio, and Win Dev. The researcher selected Eclipse 

because it is a Multilanguage software development 

environment, also its suitability in Java first approach with its 

ability to easily integrate third-party tools [1] [6]. Moreover, it 

quickly informs about errors in the code that prevent successful 

compilation. 

 

B. Selecting Application Server 

Application Server is a program in running on a networked 

computer which provides interfaces to applications referenced 

by deploying to the program. Application Server contains four 

parts that are: a Graphical User Interface (GUI) server, a 

business logic server, a database and transaction server. The 

proposed web service used Tomcat which an application server 

from the Apache Software Foundation. The researcher selected 

Tomcat because it widely used open source servlet engine, and 

could be used with its own internal Web server or with other 

Web servers. 

 

C. Selecting WS Development Framework 

The researcher chose Apache CXF, an open source services 

framework that is the result of merging Celtix project and 

XFire projects. Apache CXF helps to build and develop 

services using frontend programming APIs, such as JAX-WS 

and JAX-RS. These services can speak a variety of protocols, 

such as SOAP, XML/HTTP, RESTful HTTP or CORBA, and 

can work over a variety of transports, such as HTTP, JMS or 

JBI. Apache CXF has been chosen because of: 

 

– It provides high performance, and is extensible and 

intuitive. 

– It supports a variety of Web Service standards. 

– It is easy to use. 

– It has the ability of multiple transports, data bindings, 

formats and flexible deployment. 

– It supports multiple programming languages. 

– It encompasses code generation [2]. 

 

In order to implement the proposed web service, the researcher 

integrated Spring framework into CXF. Spring is a source 

framework used for bean management, meaning the server side 

and the client side can be managed as Spring beans. In 

addition, it is used to construct high-quality applications faster 

by designing the application using commonly used patterns [2]. 

There are many Spring Features, such as supports Aspect 

Oriented Programming (AOP), easier transaction management 

and its powerful MVC implementation.In order to apply 

security features, CXF has been integrated with Apache 

WSS4J. Apache WSS4J, an implementation of the OASIS Web 

Services Security, is a Java library that uses WS-Security 

information to sign and verify SOAP Messages. Therefore, 

WSS4J is used to implement Web Services Security: SOAP 

Message Security. [7], Username and Timestamp Token 

Profile and X.509 Certificate Token Profile. [3], [8].In order to 

create the required keys to certify the signature, the researcher 

used KeyTool. KeyTool is ‘a key and certificate management 

utility’ used to generate self-signed key pair to self-

authenticate the message using digital signature. These key 

pairs are stored in two separate files, named Keystore, one for 

the private key, and the other for the public key. These files are 

protected by a password [4].  

III. SECURE WEB SERVICE ARCHITECTURE 

The structural design for the proposed secure web service is 

divided into three layers, as illustrated in Figure 3. The first tier 

is server side, and focuses on web service development. The 

second tier runs the web service by deploying it in Tomcat 

server. The last layer is client side, and contains Client 

Program Development. 

 
Figure 3: The structural design for the proposed secure web 

service 

 

A. Server Side 

The server side consists of four essential parts, the first of 

which is the service interface, a visible file, comprising general 

information about web service, as shown in Figure 4. 

 
Figure 4: Service Interface (AuthService.java) 
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The second component is the implementation of the web 

service by calling other java functions to build the web service, 

which retrieves employee information, as explained in Figure 

5. Moreover, this part has various significant parameters to 

determine the endpoint interface and service's name. 

 

 
Figure 5: Implantation the Web Service (AuthSericeImp.java) 

 

Figure 6 describes the third part in the server side as checking 

the Web Service’s PasswordCallback for the username token, 

based on server password, which has been saved in separate 

Java code, and checking the Web Service’s PasswordCallback 

for the Signature based on servers’ public key, as generated 

using Keytool and saved in the Keystore. 

 

 
Figure 6: Server PasswordCallback 

(ServerPasswordCallback.java) 

 

The last component is the XML file, which contains all 

security tags, namely username token, timestamp and signature 

for the server side, as described in Figure 7. 

 
Figure 7: XML File contains all security tags for the server 

side (cxf.xml) 

B. Client Side 

On the other hand, the client side implements the same 

structure as the server, but the implantation and interface of the 

service are not included. Furthermore, client side has additional 

Java code, which contains client’s order to access the web 

service by sending the employee number, as mentioned in 

Figure 8. 

 

 
 

Figure 8: Client's order to access the web service (Client.java) 

 

C. Communicating between client and server sides 

Three files are built to allow easier communication between 

the server and the client. Firstly, Java code, 

whichuses/accessesthe service interface, as shown in Figure 9. 

 

 
Figure 9: Communication between service interface and the 

client side (AuthSericeFactory.java) 

 

Figure 10 mentions the Java code to check the Web Service’s 

PasswordCallback for the username token based on client 

password,as saved in a separate Java file, and checks the Web 

Service’s PasswordCallback for the Signature based on the 

client’s public key, as generated using Keytool and saved in 

the Keystore. 

 
 

Figure 10: Client PasswordCallback 

(CleintPasswordCallback.java) 

 

Figure 11 describes the XML file that contains all security 

tags, namely username token, timestamp and signature for the 

client side. 
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Figure 11: XML file contains all sercurity tags for the client 

side (cxfClient.xml) 

 

When the Web Service was executed, the following operations 

are performed by both Spring and WSS4j. At the server side, 

Spring executes AuthServiceImp.java(Figure 9), 

ServerPasswordCallback.java (Figure 5)and cxf.xml (Figure7), 

and then generates the web service that is deployed in the 

Tomcat Server. In the client side, Spring handles Client.java 

(Figure 8),ClientPasswordCallback.java(Figure 10)and 

cxfClient.xml(Figure 11), and generates the client program, 

which is the client’s interface for the service. At the client side, 

the following actions are performed by 

WSS4JOutInterceptor:when the client accesses the Web 

Service, the UsernameToken is constructed and put into SOAP 

Security Header. The Message is Timestamped and signed. At 

the server side, WSS4JInterceptor executes the following in an 

effort to check the client's order: 

– If the Header contains UsernameToken, it calls 

PasswordCallback.java handler to get the password and 

compare it with the one in Token. 

– Check whether the message has timestamp. 

– Check the signature for validity. 

IV. RESULTS 

In this section, the results of deploying and running the service 

will be clarified. This section also considers the resulting 

SOAP message and WSDL file, both of which are important 

contents of Web Service.It is well known that, as standard, the 

SOAP message consists of two main parts, namely the Header 

and the Body, as shown in Figure 12: 

 
Figure 12: SOAP message 

 

The figures below illustrate where Line[1] and Line[50] 

represent the SOAP Envelope <soap:Envelope>. Line[2] is the 

start of SOAP Header <soap:Header>. The Body 

<soap:Body> is located between Lines 40–49. 

 

 
Figure 13: SOAP Message 

 

When securing Web Service, the security specifications are all 

included within the Soap Message header, and because the 

proposed web service used three methods to secure the web 

service, the header, in this case, consists of three main parts, 

the tags of which all are included within the <wsse:Security> 

tag: firstly, the Signature Tag <ds:Signature>between Line4 

and Line 29 uses XML Digital Signature, which includes three 

tags, the first one being the <ds:SignedInfo>Lines 5–15. In 

this tag, the Canonicalization algorithm to normalise the data 

Line6, the Signature algorithm Line7 and the references, which 

indicate that the data signed in this case contains the message 

body ID. The second tag is <ds:SignatureValue>Lines 16–18, 

which is the actual digital signature of the canonicalization 

data, calculated from the <ds:SignedInfo>tag. The last tag 

within <ds:Signature>is the <ds:KeyInfo>tag, Lines 19–

28,which are centred on identifying the security token that has 

been used. This contains the <ds:X509Data>,which includes 

all certificates or some of those that are involved in the 

algorithm and used to calculate the validation key certification. 

Secondly, Figure 14 shows the Time Stamp Tag 

<wsu:Timestamp>.This part of the SOAP Header identifies the 

creation and expiry time for the message. Therefore, there are 

two tags: one for the creation <wsu:Created>Line[31] and the 

other for the expiry <wsu:Expires>Line32. The time here is 

represented using the standard UTC (Coordinated Universal 

Time).  

 

 
Figure 14: The Time Stamp Tag on the SOAP Message 

 

Finally, the User Name Token Tag 

<wsse:UsernameToken>Lines 34–37 explained in Figure 15 

where it is used to convey the user name of the end user and 

the password using two tag one for each: 

<wsse:Username>Line[35], <wsse:Password>Line36, the 

password tag here is optional [5]. 

 

 
Figure 15: The User Name Token Tag on the SOAP Message 
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Turning now to the SOAP Body <soap:Body>, this is used to 

propagate the message content, as mentioned in Figure 16. As 

in the proposed web service, the user enters the employee’s 

ID,and then the service returns all information about this 

employee stored in the database. Therefore, the SOAP request 

Body contains just the employee’s ID, Line44 

<gid>0223938</gid>. 

 
Figure 16: The employee’s ID on the SOAP Body 

 

In the SOAP response Body, the content is the data that has 

been retrieved from the service Lines 43–46, are the first name, 

last name and employee’s privileges, as mentioned in Figure 

17. 

 
Figure 17: The first and last names and the employees’ 

privileges on the SOAP Body 

 

As the WSDL file does not include any security specifications, 

there is nothing to clarify. More details about the WSDL file 

will be shown in the conference presentation.  

V. FUTURE RESEARCH AND CONCLUSION 

Web services are becoming more popular because they help 

the business to expand from intranets to the internet, and also 

allow program-to-program interaction, rather than human-to---

program; therefore, securing these services is very important 

for any domain. There are different methods for performing 

this, with the paper presenting one of them by describing how 

to secure the web service using digital signature, timestamp 

and user name token. This was implemented using Java First 

approach.More details are being gathered to validate the 

components of the proposed secure web service. Such 

evaluation activities will be discussed in detail in future papers. 
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